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Speed and Complexity of Wi-Fi Upgrades

Hang on for the ride!

e 802.11 Evolution
* Complexity is mind boggling
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802.11 Upgrade Cycles
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Complexity is Mind-Boggling

PhD’s in RF, Al, and Chip Design are stretched to their limits!
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Potential Wireless LAN Troubleshooting Causes
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Potential Wireless LAN Troubleshooting Causes

Wired/Wireless
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Mobile
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Potential Issues

Skills, Knowledge Perceptions, Device on/off, Understanding of Concepts & Device capabilities, Wi-Fi vs Cellular

Drivers, Radio Capabilities, Profiles, Supported PHY, QoS, Power Save, Applications, Location, Vendor |E Support, Chipset Behavior, Roaming Algorithms, Auto-Negotiated MCS, MDM, Protection

RSSI, SNR, SNIR, Primary & Secondary Coverage, CCI/ACI, Retry Rates, Average MCS, Jitter, Latency, Consistency, Regulatory Domains, Non-Wi-Fi Interference, Spectrum Analysis

Contention Process
=

Preamble Detect, Energy Detect, Triggers, NAV Timers, TxOP, AIFS, Random Slots, QoS, WMM, Duration ID, Ch Capacity, Non-Wi-Fi Inteference

MCS Process
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Per Frame Decisions - Modulation Technique, Coding Technique, Ch Width, Guard Interval, Spatial Streams, Tx Power, ACK vs No ACK, TX decides

DFS Process
i—'—r'—

802.11 is NOT primary User - AP Scans for 60-Seconds, AP Enabled, Continuos Scanning, If RADAR detected, send CSA, Change to new CH, After 30-min can return, after 60-second scan

Single Frame on RF
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‘ Association Process

Overhead to delivery IP Payload - AIFS, CW, BPSK Preamble, RTS, SIFS, Preamble BPSK, CTS, SIFS, Preamble, Preamble VHT, Header MBR, Payload PHY rate, CRC, SIFS, Preamble, ACK

Beacon, Probe Request, Probe Reponse, Authentication Request, Authentication Response, Association Request, Association Response, Decide on which AP by: RSSI, SNR, Auth Method, Encrypt
Method, Channel Switch Announcement, Error Ratios, MCS/Data Rates Supported, Heuristics, Internal Lists, De-Authentication, Dis-Associate, 802.11 k, v, r, MBR, Proprietary Methods!

80211k, v, r
Authenticatlion Process
Encrytiorlw Process
UpperlLayers

AP's try to influence the roaming decisions via 'standard' modes

Open, Pre-Shared Key, 802.1X RADIUS, PSK includes Exchange of 4-Way Handshake to trigger Encryption Keys, 802.1X EAP Exchange, ending in 4-Way Handshake

None, TKIP, AES/CCMP, Punishment for using TKIP, Confusion with Wi-Fi Alliance naming - WPA2 PSK... is PSK-WPA2

DHCP, IP, DNS, VLAN, Subnet Mask, Default Gateway, Captive Portal

Controlled Port
T

Access

Point

Wired r\lﬁedium
Edge Switch
Local Network
TCP/UDP
Quality of Service
Applicatons
DHCP Server
DNS
802.1X/RADIUS
Active Directory
Controller Functions

Firewall

WAN Router

AP Controls which 802.11 Frames can cross Wireless to Wired Boundary

Configurations, SSIDs, Minimum Basic Rates, Supported PHY Rates, Band Steering, Client Control, Radio Capabilities, Tx Rates, Client Isolation, Roaming, QOS
PoE, Antenna Pattern, Mounting, 1GB backhaul limit, AP Locations, Physcial Layer Issues, Firmware Revisions, Custom Configurations, RRM/ARM, Proprietary

EIA/TIA 568A/B, Category Mismatch, Validation Tests, Grounding, other issues

VLANS, Port Speeds, PoE, Configurations, QoS, End-to-End?, COS vs DSCP

Distributed vs Centralized Forwarding, ACLs, VLANs, QoS, Tunnels, Layers, NAT

Following all TCP issues as well as UDP reasons for using each

Tagged Port vs Untagged Port, DSCP, WMM Categories, End-to-End QoS

MTU, TCP Window, Round Trip Time, Processing Time, TCP Retransmission times

Lease Durations, Configurations, Broadcast Storms, Latency, Performance, Address Pool Scopes, Scalability, DHCP Options, Auto Renew

Configuration, Scalability, Security, Accuracy, Customization, Control, Blacklists

Configuration, Ports, Ranges, Licensing Issues, EAP types, Custom VSA, Scalability, Resouces, Certificate Issues, Fast/Secure Roaming types

Accounts, Credentials, EAP Compatibility, Custom RADIUS Attributes

Code Versions, Bugs, Configurations, Local vs Cloud, Licensing Issues, Distributed vs Centralized Forwarding, VLAN choices

Firewall Rules, Capacity, Compatibility, Rate Limiting, Bandwidth Shaping

Internet Connection

Captive Portal

Size of Internet Pipe, Inernet Destination Issues, Costs, Availability, Consistency

Bandwidth Throttling, Jitter, Latency

Security, Client Issues, Privacy, Friction, Triggers, Certificates, DNS, Captive Portal Location, Control, Monetization, Legal, MiFi
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Frequencies Available

18Gsz Microwave K-band (Rurtz) ,
17.2 GHz 16.5 mm 79.8 peV 20.4 GHz 13.9 mm 04.8 pueV . 113 peV
Cs-133 9,192,631,:73Hz Si-time standard 1t ond (X marks the O Y ] noCORERRR]
8.59 GHz 32.9 mm 39.9 peV 10.2 GHz 27.7 mm 47 .4 peV 12.1 GHz 23.3 mm 56.4 peV
E ' | | s I Micro|wave C-band (Eompromise) |
100 GHz 669 mm  19.9 peV 511 GHz ST el s s 07 R 58.2 eV
I (l)T\Zn I : M:icrowave S—banld (Short) '
11.9 peV 3.04 GHz 03.2 mm 14.1 peV

2.55 GHz 111 mm
|

t ‘ ‘
Cordless phone ]
2.15 €] g V4

132 mm 0.97 peV
|
(Long)

@ mEm  Eg
e D | : Microwave L-band
[ Sp : | : L ! R
222 mm 5.93 peV 1.52 GHz 186 mm

|
e L i
4.98 peV 1.28 GHz
&4 55 56 57 58 59 60 61 62 63 64 65

0 31 32 133 (34 |35 36 (37 138 39 4041'4243444546474849505152
3233348586373889909192939483goggggg ~ @ 9 Q X
: v-'lr-lv-'lr-lv—'lr-lv—lr-i - - =

53

cno-—cum
s

114
115
116
11

6 77 78 79 80 81
' Microwave P-band (Previous) _ O A g
537 MHz 527 mm 2.49 peV 638 MHz 443 mm
Viilita
an 22 34 35 36 37 38 39 40 41 42 43




Radio Frequencies Detalils

More than you need to know...

Unlicensed Spectrum and Channel Allocations N

50w - W""G’GSSLAN

ISM Band 2407 + 5 X Ch. Number Wavelength 12.5cm - 4.9" to 12.0cm - 4.7"

O Channel  J 1 F 6 | 11| SGHz CLUE

5 GHz Channels 500 MHz

5000 + 5 X Ch. Number Wavelength 5.8cm - 2.3" to 5.1cm - 2.0" 2.4GHz - Wavelength -12.5ecm /4.9
— 5 GHz - Wavelength - 5.8cm / 2.3"

Radio Band - U-NII-2¢ (Extended) 6GHz - Wavelength - 5.1cm / 2.0"

Center Freq i _ ] ; _ , ] , _ ; ] , _ , _ , ] N oy _ — — — — — —
SR »s || ] [‘H [T |||’| ]|‘|| [P [TTT]] ‘ |
o ) | 6 7 8 10 11 12 13 14
80 MHz s Centimeters
160 MHz 165 was ISM, now U-NII-3 [JP) |nC es

6 GHz Channels 1,200 MHz
_ 5950 + 5 X Ch. Number Wavelength 5.1cm - 2.0" to 4.2cm - 1.6"

Low Power Indoor 5dBm/MHz - Net EIRP 18dBM
Radio Band
Qty Center Freq

59 20 MHz
29 40 MHz
14 80 MHz
7 160 MHz




2.4GHz

12.0cm -12.4cm
4.7"-4.9"
FPSL 1Tm -39.1dB

3.5GHz

8.117cm -8.19cm
3.20"-3.23"
FPSL 1m -42.7dB

Antenna Recelive Aperture

5GHz

5.1cm -5.8cm
2.0"-2.3"
FPSL 1m -45.7dB

6GHz

4.2cm-5.1cm
1.6"-2.0"
FPSL 1Tm -46.9dB

60GHz

46cm -.52cm
18" -.20"

FPSL 1Tm -66.8dB



2.4GHz Details

Did you really want to know all this?
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Channel 5 (él;irj Channel 10 Japan - 802.11b - Only
Channel 4 Channel 9 : Channel 14
Band Band :
Guard Guard Guard
Channel 2 Channel 7 Channel 12
Band Band
Guard Guard Guard
}
Channel 5 Channel 9 Channel 13

Wi-Fi <- Wavelength = 12.4 cm - 4.9"

802.11b - 22MHz

802.11g/n/ax - 20MHz

3 20MHz Channels

4 Ch Plan - Non-US

2 2 i p) 2 i 2 2 ! p) p) : 2 p) p) p) i 2 5 2
4 4 I 4 ! I 4 4 ! 4 4 : 4 4 4 4 I 4 i 4
1 1 1 f ' 1 R
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2 7 L2 L7 L2 7 b2 7 b2 7 2 7 L2 | 4
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(5MHz Spacing)
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2 2 21 2 2 !
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5GHz Details

5 GHz Channel Allocations 500 MHz W're’QSSLAN
BT 5000 + 5 X Ch. Number PROFPESSTONALS

Past Proposal TDWR 165 was ISM, now U-NII-3 New FCC
Radio Band UNII-2b U-NII-2¢c (Extended) U-NII-3 UNII-4

Center Freq

20 MHz
40 MHz
80 MHz
160 MHz

1,000 mW Tx Power 250 mw w/6dBi Not Currently Available 250 mw w/6dBi 120, 124,128 1,000 mW Tx Power
Indoor & Outdoor Indoor & Outdoor for Unlicensed Indoor & Outdoor UsS - Allowed Indoor & Outdoor
No DFS needed DFS Required DFS Required A No DFS needed

Same as FCC TDWR Same as FCC Canada
Not Allowed PtP allows Higher EIRP

ACMA - Australia 200 mW EIRP 200 mW EIRP - DFS & TPC 1,000 mW - DFS & TPC TDWR 1,000 mW - DFS & TPC 4,000 mW Tx Power
Indoor 100 mW EIRP - DFS-Only 500 mW - DFS-Only - No TPC Not Allowed 500 mW - DFS-Only Indoor & Outdoor
Indoor Indoor/Outdoor Indoor/Outdoor No DFS needed

ETSI - EU 100 mW 200 mW EIRP 1,000 mW EIRP 4 000 mW EIRP
No DFS/TPC DFS/TPC DFS/TPC DFS/TPC - OQutdoor
Indoor Indoor Indoor/Qutdoor Fixed Wireless Access
200 mW EIRP 10-min TWDR 25mW - SRD - No DFS
DFS/TPC - Indoor Scan Time

20 MHz

< N o < < N o ™ N o ™ 0 o ™ 0 o N 1 © - < 0 - < N o < N o ™ 0 o N <

N N @ © o 2\ o o o - - - - ~ ~ N ™ ™ ™ < < < o 0 0 O O 0 N N N N o ©

Free Space Path Loss Im 4 T T T T T 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Modulation getting more difficult

Need to design for more SNR
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802.11n and 802.11ac

W

©
1
.
N
o
00

N
T
>
O
O

N
T
=
O
O

N
T
=
-
4

N
T
=
O
QN
_I
T
>
_l
T

SGl

I N S A

SGl

O
&
0
_m_

SQGl

SGl

130

N
4
—

-0
LO)
™~
A I
-0
™~
O~
O
™~
cO
LO)
“
-
O
4
™
A Y
QN
0
O~
A
m
.
™
“
N
J
n
m
n

195
260

130

EN R

195
260

81 | 90

520
585

120

T3 I I S

135

ol
—
o\
-

LO)
—“_
—
o
N
N~
—m_
O
—j—
~
LO)
>
.
|
4
O
—n—
—n—
—n—

650

325

150

/80

351 390

180
200

—j_
O
S
oy
O
cO
—m_
~
—ﬂ—
~
™M
=
e
|
O
LO)
N
—n—

n/a

n/a

~ |7 [zse0am] 56



- 0/4
-
S
()
0 olvlolololvlolol™l lololololo QM
LO O 4_/0/03
wey (52] N ] (=N I3V <] [¥a) & 521 I°1 [oN 15N [<=] 5N i b= Py P&
11235567% Sl (3Y] [s2) [Vl [N Pe=ef NI piiiq fmiq M
OISl = o]l wlalol Il =l IRIRIEIS
oe] Canl R [32] [Te) (Vo] B [Fo] [@] [cF) 135/0030145
5172342577 o 3V B2] 553 BN o)
LO Tel 1) (T3] [=] bdd T3] [=] B oluvlolololvlolol™
N 4 (N 152] N 6] N 6] 1= e I e [32) (o BT 1=N 1o [5e) ey fs) N
™ o Gl Gt [SV] 15N [s2) [s2] A g i FN] 132] Vol Vo] Mol N BNe,
N <t 00
Do~ 12111 <o Tol I\ o [ N 15 Bt TS (] [&
o [o] TN Gl RY [32] I3 I [Te] (o eo] Lanl R&d [22] [Te] B¥e] ¥ [Fe] (@] [¢6
258172/00/33 5172342577
N
S
-“----“ e““----
7O
N 49
S
6343
43
No) O/o
o
m
~
S
>
S|
O
A

RSq) Data Rate

-

>
()
00

Data Rate

SNR
trea

AOMHzZ
Min.
OOns
atl

Data Rate

SOOns

Data Rate

_
5/
3/4
5/6
3/4
5/6

256-QAM
BPSK
QPSK
QPSK
16-QAM
16-QAM
64-QAM
64-QAM
256-QAM
256-QAM

64-QAM
64-QAM
256-QAM

QO
©
-
WP
N
-
o0
T
O
D
©
nfed
QO
-
©
-
O
.|m
e
<

i VHTI\/IdIt' Cd'
Mcslvics oaulation O INg

BN O S T W
T orsk 2 5
BN N T M7 WK I
B R I
S | 5 | 6a0Am
IR A T



Adding 802.11ax
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802.11 Upgrade Cycles
o 1 e ) N IS )

1997 802.11 2.4GHz 22MHz
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2023 802.11 be Wi-Fi 7/ 4032 46Gb 16 | 2.4GHz, 5GHz, 6GHz | 20MHz/320MHz




Modulation & Coding Schemes...




Sample Single

Frame Transmission e Preamble - BPSK
e RTS - MBR

o SIFS - Fixed Tme
e Preamble - BPSK
e CTS-MBR

o SIFS - Fixed Tme
e Preamble - BPSK
® Preamble - VHT

SCENARIO #2
3,000 Byte MPDU
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e Payload - PHY Rate

SCENARIO #2

e SIFS - Fixed Tme
e Preamble - BPSK
e ACK-MBR

SCENARIO #1




Marketing vs Reality

Who can you believe?

Wi-Fi 4

IEEE 80211n

Bands

2.4GHz, 5GHz
Channel Bandwidths
20, 40MHz

64QAM

Key Advances

- WPA2 Security

- 4x4 MIMO

- LDPC Error Correction

WI-FI15

IEEE 802.11ac

Bands

5GHz

Channel Bandwidths

20, 40, 80, 160MHZz
256QAM

Key Advances
- Up to 8x8 MIMO
- DLMU-MIMO
- Beamforming

Wi-Fi6/6E

IEEE 802.11ax

Bands

2.4GHz, 5GHz, 6GHz (6E)
Channel Bandwidths
20, 40, 80, 160MHz
1024QAM

Key Advances

- Best-in-class WPA3
Security

- UL& DLMU-MIMO,
OFDMA

- Target wait time
(TWT)

Wi-Fi7

IEEE 802.11be

Bands

2.4GHz, 5GHz, 6GHZ
Channel Bandwidths

20, 40, 80, 160, 320MHz
4096QAM

Key Advances

- Multi-link
operation (MLO)

- Multi-RU &
puncturing

- Managed QoS
& Restricted
Service Periods




Do marketing features work?
Real-World Testing?

Real people.
Real devices.
: The real world




Where to go for details
#WLPC Videos

': ﬁ\ ' k" . ‘§ < - — .
: s I E S S |

Wi-Fi 6E, Wi-Fi 7 e Wi-Fi7: Separating

and beyond - ) - the Bark from

All about the the Bite

spectrum e Jared Griffith

David Coleman P #WLPC Prague 2022

#WLPC Prague 2022

S

WI-FI 6E, WI-FI 7 AND BEYOND - ALL ABOUT THE
SPECTRUM | DAVID COLEMAN | WLPC PRAGUE WI-FI7: SEPARATING THE BARK FROM THE BITE |

JARED GRIFFITH | WLPC PRAGUE 2022

2022

.._|l--.:!
e

6GHz: Friend
or Foe?

Feney Munoz
#WLPC Prague 2022

6GHZ: FRIEND OR FOE? | FENEY MUNOZ | WLPC
PRAGUE 2022




One of These Things is NOT Like the Others

Wi-Fi, CBRS/Private LTE, HaLOW, LoRaWAN, Carrier Cellular




Do You Need to Upgrade

How is your Wi-Fi working today?
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Moving Forward
What You Need To Know

 Backward Compatible?

 Multi-User - Up/Down

* Multi-Gig Needed?

* Network designed 40+dB SNR?

 PoE 802.3af not enough

 Wi-Fi Security - two levels?

e Eduroam Questions abound!



Bonus!

It iIs all about the clients...




Questions?




Contact Me

N
wirelessLAN
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How to Present to a Technical Audience

Rules to follow... and rules to break!




